23 October 2024

This is a message from West Midlands Police for parents, carers, and older brothers or sisters.

Police and schools across the West Midlands are committed to working together to protect our young
people from becoming victims of robbery and violent crime, but to do this we need your help.

As we head into October half term, we are urging everyone to talk to their child about increasing their
phone security and their safety during Halloween and Bonfire Night.

We have seen an increase in criminals targeting young people who carry iPhones or iPads. Thieves are
IRUFLQJ \RXQJ SHRSIH IIR (RJ RXIl RI IKHL L&IRXG WR SUHYHQI KH SKRQH EHLQJ YUDFNHG DIiHU WV VIRIHQ By
enabling two-IDFIRU DXIKHQILFDILRQ RQ L&IRXG RU \RXU FKUG{V SKRQH FDQ PDNH thieves lose interest in taking
their phone.

Increasing the security on your child’s iPhone and iPad:

1. Firstly, talk to your child about enabling two-factor authentication on their devices to help keep them,
and their phones, safe from theft and exploitation.

2. Reassure them that turning on location and enabling better privacy settings allows them to
communicate with their friends and family safely and securely.

3. Turn on two-IDFIRU DXIKHQILFDILRQ IRU \RXU FKUGIV $SSIH $FFRXQI: On your iPhone or iPad: Go to
Settings > [your name] > Sign-In & Security. Tap Turn on Two-Factor Authentication. Then tap
Continue and follow the onscreen instructions.

4. TLVFXVV ZUIK \RXU FKWG ZKR §KH\ ZRXIG IINH iR DGG IR WKHL (lUXVIHG FRQIDFI (LVilf DQG HQFRXUDJH IKHP
to save these numbers in their emergency contacts list in case they get into trouble.

5. $GG \RXU FKUGIV GHYLFHV IR \RXU ) DPL\] E\ KHDGLQJ IR \RXU $SS(H , * VHIlLQJV DQG DGGLQJ IKH
devices.

6. ODNH VXUH DI IKH (DIHVI VRINZDUH LV XSGDIHG DFURVV IKH GHYLFHV \RX{UH DGGLQJ

7. DURP IKH DDPL\] JURXS \RX FDQ HQDEMH FRQIHQI DQG SULYDF\ UHVIULFILRQV DQG liZR-factor
authentication, as well as location sharing.

For further information about parental controls and privacy guidance please visit: Use parental controls on
your child's iPhone and iPad - Apple Support

Please note, if your child has an Android phone there are additional security settings you can put in place to
make sure the location of their phone and data is secure. Visit your phone provider website for further crime
prevention advice.

Reducing antisocial behaviour and keeping younqg people safe:

We want everyone to go out and enjoy the festivities of Halloween and Bonfire Night, but this can be a
worrying time for those most vulnerable in our communities. Before your child heads out with their mates,
be sure to talk to them about how to respect others and how to get help if they find themselves in trouble.

<RXU VFKRRIV{ RILFHU ZL0 EH DEH YR SURYLGH \RX ZUIK D SDUHQHI{V JXLGH IR +DWRZHHQ DQG IWHZRUN VDIHIN\ EXII
here are some top tips:

1. Plan a safe and familiar route and stick with friends
2. Make sure phones are charged, location on, and kept out of sight
3. Wear high-visibility clothing or something recognisable so friends and family can spot you in a crowd



https://support.apple.com/en-us/105121
https://support.apple.com/en-us/105121

4.
5.
6.
7.
8.

Attend a public firework display when you can and never allow children to handle fireworks
Organise a meet-up place in case you lose each other

Talk to your child about the dangers of pointing fireworks at people, animals, and roads.
Tell them that police can arrest and prosecute anyone using fireworks dangerously




